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attacks, and deep-learning based attacks [1][2]. The
iterative nature of these existing attacks is well-suited
for the framework of reinforcement learning. To the best
of our knowledge, we are the first to explore
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We construct the following reward function -
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Average Hamming Distance

Table 1. Evaluation results for deep-RL agent. A key is recovered if the agent can
guess it within 2000 bit-flips. This is a 16X improvement from random guessing.
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Target Key Can we use the proposed reward function to train
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Figure 1. High-level attack formulation

with a feed forward NN [3]




